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connection with an installed base item. See
paragraph (b)(4) of this section.

NOTE 2 TO PARAGRAPH (b)(1)(i): Not all
items listed on the Wassenaar Arrange-
ment’s Annex 1, Sensitive List, and Annex 2,
Very Sensitive List, fall under the export li-
censing jurisdiction of the Department of
Commerce. Please refer to the Commerce
Control List for additional jurisdictional in-
formation related to those items. Also, if
you do not have access to the internet to re-
view the Wassenaar Arrangement’s Sensitive
List and Very Sensitive List, please contact
the Office of Exporter Services, Division of
Exporter Counseling for assistance at tele-
phone number (202) 482-4811.

(i1) Reporting requirement. Any person
engaging in activity described in para-
graph (b)(1) of this section must submit
to BIS’s Office of Export Enforcement
(OEE) a report including all known ma-
terial facts with respect to how the in-
stalled base item arrived in Libya. The
report must be submitted to OEE at
the address identified in §764.4(a) of the
EAR within ninety (90) days of the first
activity relating to the installed base
item in Libya. A report may address
more than one activity and/or more
than one installed base item. An addi-
tional report must be submitted if any
new material information regarding
the export or reexport to Libya of the
installed base item is discovered.

(2) Licensing procedure for activities in-
volving installed base items in Libya—(()
License requirement. Any person seeking
to undertake activities within the
scope of §764.2(e) of the EAR with re-
spect to any installed base item 1lo-
cated in Libya and not described in
paragraph (b)(1)(i) of this section must
obtain a license from BIS prior to en-
gaging in any such activities. License
applications should be submitted in ac-
cordance with §§748.1, 748.4 and 748.6 of
the EAR, and should fully describe the
relevant activity within the scope of
§764.2(e) of this part which is the basis
of the application. License applications
should include all known material
facts as to how the installed base item
originally was exported or reexported
to Libya. This section also applies if
you know that an item to be exported
or reexported to a third party will be
used on an installed base item not de-
scribed in paragraph (b)(1)(i) of this
section.

(i1) Licensing policy. BIS will review
license applications submitted pursu-

15 CFR Ch. VII (1-1-13 Edition)

ant to paragraph (b)(2)(i) of this section
on a case-by-case basis. Favorable con-
sideration will be given for those appli-
cations related to civil end-uses in
Libya. Applications related to mili-
tary, police, intelligence, or other sen-
sitive end-uses in Libya will be subject
to a general policy of denial.

(3) Exclusion. The provisions of this
section are not applicable to any ac-
tivities within the scope of §764.2(e) of
the EAR undertaken with respect to an
installed base item in Libya by a per-
son who was party to the original ille-
gal export or reexport of the related in-
stalled base item to Libya. Such per-
sons should voluntarily self-disclose
violations pursuant to the procedures
set forth in §764.5 of this part, which in
some cases may allow activities re-
lated to unlawfully exported or reex-
ported items to be undertaken based on
permission from BIS.

(4) Relationship to other Libya license
requirements. Notwithstanding this sec-
tion, a license may be required pursu-
ant to another provision of the EAR to
engage in activity involving Libya. If a
license is required pursuant to another
section of the EAR, and the trans-
action also involves activity within the
scope of §764.2(e) of this part related to
an installed base item in Libya, this in-
formation should be specified on the li-
cense application. Such applications
must also include all known informa-
tion as to how the installed base item
originally arrived in Libya. If granted,
the license for the proposed trans-
action will also authorize the related
activity within the scope of §764.2(e) of
this part.

[70 FR 14391, Mar. 22, 2005, as amended at 71
FR 51719, Aug. 31, 2006; 73 FR 49331, Aug. 21,
2008]

§764.8 Voluntary self-disclosures for
boycott violations.

This section sets forth procedures for
disclosing violations of part 760 of the
EAR—Restrictive Trade Practices or
Boycotts and violations of part 762—
Recordkeeping—with respect to records
related to part 760. In this section,
these provisions are referred to collec-
tively as the ‘“‘antiboycott provisions.”
This section also describes BIS’s policy
regarding such disclosures.
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(a) General policy. BIS strongly en-
courages disclosure to the Office of
Antiboycott Compliance (OAC) if you
believe that you may have violated the
antiboycott provisions. Voluntary self-
disclosures are a mitigating factor
with respect to any enforcement action
that OAC might take.

(b) Limitations. (1) This section does
not apply to disclosures of violations
relating to provisions of the EAR other
than the antiboycott provisions. Sec-
tion 764.5 of this part describes how to
prepare disclosures of violations of the
EAR other than the antiboycott provi-
sions.

(2) The provisions of this section
apply only when information is pro-
vided to OAC for its review in deter-
mining whether to take administrative
action under parts 764 and 766 of the
EAR for violations of the antiboycott
provisions.

(3) Timing. The provisions of this sec-
tion apply only if OAC receives the vol-
untary self-disclosure as described in
paragraph (c¢)(2) of this section before it
commences an investigation or inquiry
in connection with the same or sub-
stantially similar information it re-
ceived from another source.

(1) Mandatory Reports. For purposes of
this section, OAC’s receipt of a report
required to be filed under §760.5 of the
EAR that discloses that a person took
an action prohibited by part 760 of the
EAR constitutes the receipt of infor-
mation from another source.

(ii) Requests for Advice. For purposes
of this section, a violation that is re-
vealed to OAC by a person who is seek-
ing advice, either by telephone or e-
mail, about the antiboycott provisions
does not constitute the receipt of infor-
mation from another source. Such rev-
elation also does not constitute a vol-
untary self-disclosure or initial notifi-
cation of a voluntary self-disclosure for
purposes of this section.

(4) Although a voluntary self-disclo-
sure is a mitigating factor in deter-
mining what administrative sanctions,
if any, will be sought by BIS, it is a
factor that is considered together with
all other factors in a case. The weight
given to voluntary self-disclosure is
solely within the discretion of BIS, and
the mitigating effect of voluntary self-
disclosure may be outweighed by ag-
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gravating factors. Voluntary self-dis-
closure does not prevent transactions
from being referred to the Department
of Justice for criminal prosecution. In
such a case, BIS would notify the De-
partment of Justice of the voluntary
self-disclosure, but the decision as to
how to consider that factor is within
the discretion of the Department of
Justice.

(5) A firm will not be deemed to have
made a disclosure under this section
unless the individual making the dis-
closure did so with the full knowledge
and authorization of the firm’s senior
management or of a person with au-
thority to make such disclosures on be-
half of the firm.

(6) The provisions of this section do
not, nor should they be relied on to,
create, confer, or grant any rights, ben-
efits, privileges, or protection enforce-
able at law or in equity by any person,
business, or entity in any civil, crimi-
nal, administrative, or other matter.

(¢c) Information to be provided. (1) Gen-
eral. Any person wanting to disclose in-
formation that constitutes a voluntary
self-disclosure should, in the manner
outlined below, initially notify OAC as
soon as possible after violations are
discovered, and then conduct a thor-
ough review of all transactions where
violations of the antiboycott provi-
sions are suspected.

(2) Initial notification. The initial no-
tification must be in writing and be
sent to the address in §764.8(c)(7) of
this part. The notification should in-
clude the name of the person making
the disclosure and a brief description of
the suspected violations. The notifica-
tion should describe the general nature
and extent of the violations. If the per-
son making the disclosure subse-
quently completes the narrative ac-
count required by §764.8(c)(3) of this
part, the disclosure will be deemed to
have been made on the date of the ini-
tial notification for purposes of
§764.8(b)(3) of this part.

(3) Narrative account. After the initial
notification, a thorough review should
be conducted of all business trans-
actions where possible antiboycott pro-
vision violations are suspected. OAC
recommends that the review cover a
period of five years prior to the date of
the initial notification. If your review
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goes back less than five years, you risk
failing to discover violations that may
later become the subject of an inves-
tigation. Any violations not volun-
tarily disclosed do not receive the
same mitigation as the violations vol-
untarily self-disclosed under this sec-
tion. However, the failure to make
such disclosures will not be treated as
a separate violation unless some other
section of the EAR or other provision
of law enforced by BIS requires disclo-
sure. Upon completion of the review,
OAC should be furnished with a nar-
rative account that sufficiently de-
scribes the suspected violations so that
their nature and gravity can be as-
sessed. The narrative account should
also describe the nature of the review
conducted and measures that may have
been taken to minimize the likelihood
that violations will occur in the future.
The narrative account should include:

(i) The kind of violation involved, for
example, the furnishing of a certificate
indicating that the goods supplied did
not originate in a boycotted country;

(ii) An explanation of when and how
the violations occurred, including a de-
scription of activities surrounding the
violations (e.g., contract negotiations,
sale of goods, implementation of letter
of credit, bid solicitation);

(iii) The complete identities and ad-
dresses of all individuals and organiza-
tions, whether foreign or domestic, in-
volved in the activities giving rise to
the violations; and

(iv) A description of any mitigating
factors.

(4) Supporting documentation.

(i) The narrative account should be
accompanied by copies of documents
that explain and support it, including:

(A) Copies of boycott certifications
and declarations relating to the viola-
tion, or copies of documents containing
prohibited language or prohibited re-
quests for information;

(B) Other documents relating to the
violation, such as letters, facsimiles,
telexes and other evidence of written
or oral communications, negotiations,
internal memoranda, purchase orders,
invoices, bid requests, letters of credit
and brochures;

(ii) Any relevant documents not at-
tached to the narrative account must
be retained by the person making the

15 CFR Ch. VII (1-1-13 Edition)

disclosure until the latest of the fol-
lowing: the documents are supplied to
OAC; BIS informs the disclosing party
that it will take no action; BIS issues
a warning letter for the violation; BIS
issues an order that constitutes the
final agency action in the matter and
all avenues for appeal are exhausted; or
the documents are no longer required
to be kept under part 762 of the EAR.

(5) Certification. A certification must
be submitted stating that all of the
representations made in connection
with the voluntary self-disclosure are
true and correct to the best of that per-
son’s knowledge and belief. Certifi-
cations made by a corporation or other
organization should be signed by an of-
ficial of the corporation or other orga-
nization with the authority to do so.
Section 764.2(g) of this part relating to
false or misleading representations ap-
plies in connection with the disclosure
of information under this section.

(6) Oral presentations. OAC believes
that oral presentations are generally
not necessary to augment the written
narrative account and supporting docu-
mentation. If the person making the
disclosure believes otherwise, a request
for a meeting should be included with
the disclosure.

(7)) Where to make voluntary self-disclo-
sures. The information constituting a
voluntary self-disclosure or any other
correspondence pertaining to a vol-
untary self-disclosure should be sub-
mitted to: Office of Antiboycott Com-
pliance, 14th and Pennsylvania Ave.,
NW., Room 6098, Washington, DC 20230,
tel: (202) 482-2381, facsimile: (202) 482—
0913.

(d) Action by the Office of Antiboycott
Compliance. After OAC has been pro-
vided with the required narrative and
supporting documentation, it will ac-
knowledge the disclosure by letter,
provide the person making the disclo-
sure with a point of contact, and take
whatever additional action, including
further investigation, it deems appro-
priate. As quickly as the facts and cir-
cumstances of a given case permit, BIS
may take any of the following actions:

(1) Inform the person making the dis-
closure that, based on the facts dis-
closed, it plans to take no action;

(2) Issue a warning letter;
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(3) Issue a proposed charging letter
and attempt to settle the matter pur-
suant to §766.18 of the EAR;

(4) Issue a charging letter pursuant
to §766.3 of the EAR if a settlement is
not reached or BIS otherwise deems ap-
propriate; and/or

(5) Refer the matter to the Depart-
ment of Justice for criminal prosecu-
tion.

(e) Criteria. Supplement No. 2 to part
766 of the EAR describes how BIS typi-
cally exercises its discretion regarding
whether to pursue an antiboycott ad-
ministrative enforcement case under
part 766 and what administrative sanc-
tions to seek in settling such a case.

[72 FR 39004, July 17, 2007]

SUPPLEMENT NO. 1 TO PART 764—STAND-
ARD TERMS OF ORDERS DENYING EX-
PORT PRIVILEGES

(a) General. (1) Orders denying export privi-
leges may be ‘‘standard” or ‘‘non-standard.”’
This Supplement specifies terms of the
standard order denying export privilege with
respect to denial orders issued after March
25, 1996. Denial orders issued prior to March
25, 1996 are to be construed, insofar as pos-
sible, as having the same scope and effect as
the standard denial order. All denial orders
are published in the FEDERAL REGISTER. The
failure by any person to comply with any de-
nial order is a violation of the Export Ad-
ministration Regulations (EAR) (see §764.2(k)
of this part). BIS provides a list of persons
currently subject to denial orders on its Web
site at http:/www.bis.doc.gov.

(2) Each denial order shall include:

(i) The name and address of any denied per-
sons and any related persons subject to the
denial order;

(ii) The basis for the denial order, such as
final decision following charges of violation,
settlement agreement, section 11(h) of the
EAA, or temporary denial order request;

(iii) The period of denial, the effective date
of the order, whether and for how long any
portion of the denial of export privileges is
suspended, and any conditions of probation;
and

(iv) Whether any or all outstanding li-
censes issued under the EAR to the person(s)
named in the denial order or in which such
person(s) has an interest, are suspended or
revoked.

Denial orders issued prior to March 25,
1996, are to be construed, insofar as possible,
as having the same scope and effect as the
standard denial order.

The introduction to each denial order shall
be specific to that order, and shall include:
(1) The name and address of any denied per-
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sons and any related persons subject to the
denial order; (2) the basis for the denial
order, such as final decision following
charges of violation, settlement agreement,
§11(h) of the EAA, or temporary denial order
request; (3) the period of denial, the effective
date of the order, whether and for how long
any portion of the denial of export privileges
is suspended, and any conditions of proba-
tion; and (4) whether any or all outstanding
licenses issued under the EAR to the per-
son(s) named in the denial order or in which
such person(s) has an interest, are suspended
or revoked.

(b) Standard denial order terms. The fol-
lowing are the standard terms for imposing
periods of export denial. Some orders also
contain other terms, such as those that im-
pose civil penalties, or that suspend all or
part of the penalties or period of denial.

“It is therefore ordered:

First, that [the denied person(s)] may not,
directly or indirectly, participate in any way
in any transaction involving any com-
modity, software or technology (hereinafter
collectively referred to as ‘‘item’) exported
or to be exported from the United States
that is subject to the Export Administration
Regulations (EAR), or in any other activity
subject to the EAR, including, but not lim-
ited to:

A. Applying for, obtaining, or using any li-
cense, License Exception, or export control
document;

B. Carrying on negotiations concerning, or
ordering, buying, receiving, using, selling,
delivering, storing, disposing of, forwarding,
transporting, financing, or otherwise serv-
icing in any way, any transaction involving
any item exported or to be exported from the
United States that is subject to the EAR, or
in any other activity subject to the EAR; or

C. Benefiting in any way from any trans-
action involving any item exported or to be
exported from the United States that is sub-
ject to the EAR, or in any other activity sub-
ject to the EAR.

Second, that no person may, directly or in-
directly, do any of the following:

A. Export or reexport to or on behalf of the
denied person any item subject to the EAR;

B. Take any action that facilitates the ac-
quisition or attempted acquisition by a de-
nied person of the ownership, possession, or
control of any item subject to the EAR that
has been or will be exported from the United
States, including financing or other support
activities related to a transaction whereby a
denied person acquires or attempts to ac-
quire such ownership, possession or control;

C. Take any action to acquire from or to
facilitate the acquisition or attempted ac-
quisition from the denied person of any item
subject to the EAR that has been exported
from the United States;

D. Obtain from the denied person in the
United States any item subject to the EAR
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